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SYSTEM DESCRIPTION

From version V8 onwards, the ProGrafNT software package can be installed on a virtual machine. This reduces the hardware
required to run ProGrafNT.

USE

This document is for planning purposes, and contains important notes on critical applications. It is aimed at IT staff and qualified
technicians with relevant knowledge and experience of virtual machines and network technology.
The ProGrafNT software package may only be operated on a virtual machine in accordance with the requirements listed in this doc-
ument. Use for any other purpose, or failure to comply with the notes in this document, shall be considered improper use.
The system requirements listed in this document must be observed due to the use of time-critical applications such as the real-time
recording of information (measured values, faults, messages, etc.).

SYSTEM REQUIREMENTS

ProGrafNT is event-driven. The software is designed to process data very quickly, and can therefore be scaled significantly across
multiple CPUs.

Hardware
Central Processing Unit (CPU) 6 cores, 3 GHz

Random access memory (RAM) 16 GB

Network card Gigabit Ethernet

Hard disk space min. 512 GB SSD

Display 1920 x 1080 (16:9)

Operating system
Windows Server 2022 / Windows Server 2025 according to the ProGrafNT product release

Warning
The use of a virtual machine can slow down individual processes.
Real-time applications, e.g. archiving faults or changes to measured values, are not recorded with an exact time
stamp as delays can occur.
Ensure that sufficient system resources are always available for the virtual machine.

CONFIGURATION

• Create a separate disk for OS system partitions.
• Create a separate local data drive for ProGrafNT software (in the same DataStore as the OS if using a SAN system).
• Allow the execution of PowerShell scripts.
• Use a maximum CPU ratio of 2:1 (vCPU-to-core ratio).
• The CPU ratio can be set lower for information points with values that have to be recorded for each peak (up to 1:1, one physi-

cal core per virtual core).
• Set the resource settings to High.
• Switching from random access memory to hard disk (swapping) is not permitted.
• For all region, language, country, and format settings, German (Germany) is recommended. Alternatively, English (US) or Eng-

lish (UK) is also permitted.
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PORT RELEASE LIST

Different port releases are required depending on the ProGrafNT expansion stage.

ProtocolApplication Port
TCP UDP

ProGrafNT
PG_Server 2402

PG_Client 2402, 2403

PG_WebServer 80/http (configurable)

Management-GLT ICMP

5060, 5075 (configurable)PG_Pager (SIP)

22000 – 24000
These ports are used for voice transmission. If the port release is
missing, a connection can be established, but the call recipient will not
hear anything.

PG_Pager (email) 25, 587 oder 465

PG_ProService for computer
monitoring

• ProGrafNT Standard communication port (2402)
• For a standard Windows user session: 5432 (configurable), port for

connection between main and backup server
• In service mode: 5430 (not configurable), port for communication

between the service program and the GUI application (used only
locally on the server)

Other
BACnet/IP 47808

PROFIBUS via Profigate 2357, 80

LON via NIC-IP 1628

COM redirection 8000, 9094

Modbus 502

PLC programming port 2345, ICMP

Remote maintenance
Teamviewer 80

Remote Desktop Protocol
(RDP)

3389

FastViewer 80, 443, 5000
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VIRUS SCANNER CONFIGURATION

Next-Generation Antivirus (NGAV)
The use of modern next-generation antivirus scanners generally does not require exceptions for directories or files (verified with
Crowdstrike EndpointSecurity). This does not affect the functionality of ProGrafNT.

Traditional virus scanners
Real-time scanning of the ProGrafNT database by a virus scanner can cause performance problems and lead to inconsistencies
in the database.
To avoid system load and malfunctions, it is recommended to exclude the following directories from any virus scanner activity:

ProGrafNT directory D:\ProGrafNT

ProGrafNT data backup directory e. g. D:\PGNT_data backup
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